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O KoMNaHuwm

Crosstech Solutions Group - poccrinckni paspaboTunK peLeHni 4asa MOHUTOPWHIA, KOHTPOJIS U KOMMAIEeKCHOM 3aLUnTbl OT
BHYTPEHHMX Yrpo3 C y4eTOM cneunPpurKky Kaxkaom oTAebHOM opraHm3aumn. MpoayKTel BXOAAT B peecTp poccuiickoro MO un
peKoMeHAOBaHbl AN UMMOPTO3aMeLLLeHWS Ha MpeanpuaTusax Poccmn

PelleHVsa pa3pabaTbiBatoTCs Ha
6a3e komnaHum Crosstech
Solutions Group, 1 BHeceHbl B
peecTp poccuiickoro MO

>50

aKTyaJIbHbIX
napTHepoB

Mbl paboTaeM € KpynHenLwmmm
NHTerpaTopamu 1 pecennepamm PO

5

NneT Ha
IT-pbIHKE

Crosstech Solutions Group -
HaZeXHas KOMMNaHUSA C BbICOKUM
YPOBHEM [JOBEPUSA MAPTHEPOB,
3aKa34nKoOB, COTPYAHNKOB
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YTeukn aaHHbIX

Camble goporuve ObLuee konmyecTBo cTpok B/l 66110 CocTaBngeT fonsa yTeyek
N BOCTpeboBaHHbIe aHHble CKOMMPOMETVPOBAHO nepcoHasbHbIX JaHHbIX
Ha «4epPHOM» pPbIHKe B P® 3a 3 mecaua 2022 roaa

* Mo paHHbIM oTyeTa Group-IB B 2022 rogy
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Camble BoCcTpeboBaHHbIe AaHHbIe HA «4epHOM»
PbIHKE:

= ) PriHaHCcoBas MHPopMaLUs

KOHTaKkTHble AaHHble

‘Do |
s

PASSPORT

—— [MacrnopTHbIe aHHbIE
8=,

2

A0CTyNbl K aKKayHTaM

* Mo gaHHbIM oTyeTa Group-IB B 2022 roay
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Jay Data - nonck macknpoBaHue 4yBCTBUTE/IbHOW
NHPopmaunm B 6asax JaHHbIX

Jay Data - poccurickasa nnatpopma, oCyLecTBAAOLWAA NONCK, KNaccupmkaLumio, MackmpoBaHe KOHOUAeHUMANbHOMN
NHopmMauunm B 6ase JaHHbIX, UTO MO3BOSET KOMMNAHUAM 0becnevnTb HALEXHYH 3aLMTY YYyBCTBUTEIbHbIX AAaHHbIX OT
HEeNernTUMHOIO NCMNOJIb30BAHUSA COTPYAHMUKAMU N CTOPOHHVIMUN NNLAMWU

3ajAauyu, KoTopble peluaeT Jay Data: Pe3ynbTaTt BHeapeHua Jay Data:
= Bbe3onacHbIi 06MeH quCTBI/ITeﬂbHOVI " ynpaBneHme KOHCI)I/I,LI,eHLl,I/IaﬂbeIMI/I AJaHHbIMI
|/|H¢op|v|au,|/|e|‘/'| B 6a3ax AdaHHbIX OTAe/1aM ANA HageXHbIX 6e30nacHbIX NONTUK OBMEHa

pPa3paboTkM N TeCTUPOBAHUSA
*  YMeHbLUEeHMe p1CKa HeENPaBOMEPHOro
= CoortBetcTBMe TpeboBaHuaM PCl DSS, GDPR, ICNONb30BaHUA NN MOTEPU AaHHbIX
152-®3, ISO/IEC 27001:2022
= Be3onacHoe 1cnonb30BaHVe YyBCTBUTEIbHbIX
=  HaxoXaeHue YyBCTBUTENIbHOW NHPOpMaLNK [AHHbBIX B TECTOBbIX 1 06/1a4HbIX Cpesax
B 6a3ax JaHHbIX
= COOTBETCTBME MNPUHATLIM B KOMMAHWN MNONUTVKAM
6esomnacHoCTH
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Jay Data - 3710

MacwTabupyemas nnatpopmMa ans NomMcka U MacKMPOBAHUS JaHHbIX

Ifll 3anyckanTe NpoLecchl MOMCKa U MaCKMPOBAHWS YyBCTBUTE/IbHbIX AAHHbIX W YITPaBASATE MU
v N3 eANHON BbICOKOMPOW3BOANTENBHOM NAAaTGOPMBI.

FM6KNIA N HafeXHbIA MHCTPYMEHT MacKMPOBaHUSA AaHHbIX

l@\ Co3zaBaliTe CTPYKTypHble NpaBuaa 418 06e3114YMBaHUA AaHHbBIX MyTeM NPUMeEHEHUS PasINYHbIX
%‘ MeTOZOB 1 aNropnUTMOB C BO3SMOXHOCTbH COXPAHEHUSI KOHCUCTEHTHOCTU, YHUKANBHOCTH,

KOHTPOJIbHbIX CYyMM W/ Mp.

LLInpokwnii BbI6OP PYHKLIMOHANBbHBIX BO3MOXHOCTE

)

Q‘} Bocnonb3yintecb BO3MOXHOCTAMU MUKPOCEPBUCHON apXMTEKTYPbI A1 MaclITabrpoBaHWA peLleHns
@ N TMBKON BCTPAMBAEMOCTW B TeCTOBble cpebl. [Ipodunmnpyinte n MackmpymTe pasnnyHble Tunbl CYB/:

Oracle, PostgreSQL, Vertica, Apache Hive, MySQL, MS SQL, ClickHouse v np.
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Kak nosaBumnach Jay Data

Jay (aHrn.) - Cowika
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AnropmTtm paboThl Jay Data

LLlar 1. JobaBneHmne LLlar 3. OTknroueHve LLlar 5. BkntoueHune
KOMunu 6a3bl AaHHbIX C/1y>XebHbIX CnyxebHbIX
06beKToB 06beKTOB

LLlar 2. LLiar 4. LLlar 6. NpoBepka
MpodurnmposaHme 6a3bl MacknpoBaHvie pe3ynbTaToB
AAaHHbIX AaHHbIX MacCKMpoBaHUA
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[MpodunnnpoBaHune

MpodunmpoBaHme - 310 Npouecc onpeseneHns N HaXoXAEHWS YyBCTBUTEIbHBIX JaHHbIX B.KOHKPETHbIX CTONBLIAX
Bbl6paHHbIX Tabnuy, 6a3 gaHHbIX. B npouecce npodunnpoBaHus ctonbuamM 6a3 AaHHbIX MPUCBAMBAOTCA AOMEHbI
(kaTeropummn faHHbIX)

Py4HOW pexum npoduanpoBaHms ABTOMaTUYECKUI pexum npoduanpoBaHms
CamMmocCTosITeNbHbIV BbIOOP NOMb30BaTENEM HYXHbIX Ansa onpefeneHnNs JOMEHOB UCMOJb3YeTCs aHaIn3aTop
AOMEHOB A/1d onpeaeneHnNda XPaHALWLWXCA B CTO}'I6LI,aX AdHHbBIX — MOAY/b, KOTOprI7I onpegendeT JOMeHbI (n npoueHT
AAHHbIX COOTBETCTBUS 1M 3anncen B KaXxaom KonoHke b/1)
daBTOMaTmnyecKki
Tabnwua B4 = Knroy Ctonbey B MNpegnoxeHHele gOMeE... Mporpecc npodwa-ns JdomeH
bank_card id name [npgilils;?:',r:riz'l_'rlr\:28'3;& E;GGOO ; 3?28 _P_LAST_NAME_LATIN @amuamna ( v | Q | = | % ‘
L y _P_LAST_NAME_LATIN: 66.7% 10000 9583 P_LA : ATIN @3
bank_card id surname (MycTeie): 4.1% EG ;:JHE M. Q ® ‘
_P_PATROMNYMIC_LATIN OT4YecTEO (...
individual id address_id U0 i ;0000 ; ;0000 _D_SNILS CHK1ANC Q|- | x ‘
individual id :ard_":l UUID: 100.0% E 10000 « 10000 _P_POLITICAL_VIEWS MonnTHYeCK... Q . ‘
A0 @0 _P_LAST_NAME ®amunua
individua " Lo hir _C_DATE: 100.0% E_ 10000  « 10000 D PASSPORT . )
individual id date_birth e 2 0 Db acnopt Q x ‘
5 _D_INTERNATIOMAL_PASSPORT 3a...
individua te birth string _C_DATE: 100.0% 10000 « 10000
individual id date_birth_string A0 3 0 _C_MAC MAC-agpec Q x ‘
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CTaTnyeckoe mackmpoBaHue

B pexxumnme cTaTMyeckoro MackMpoBaHUs CO34aeTCs KOMUsA NPOAYKTUBHOW 6a3bl AaHHbIX, B KOTOPOV 06e31141BaeTCs BCS
YYBCTBUTEIbHAA MHPOPMaLMA NyTeM NPYIMEHEHWS 3apaHee NpeAHACTPOEHHbIX MPaBW/ 1 BbIOPaHHbLIX METOA0B
MacKnpoBaHus. Takim 06pasom cneunanncTbl OTAE0B TECTUPOBAHNS, Pa3paboTK NV CTOPOHHKX KOMMAHWM NoayYaroT
aNlbTEPHATVBHYH BEPCUIO MPOAYKTVMBHOM 6a3bl AaHHbIX

MaCKI/IpOBaHI/Ie Mno3BOIAET
n3bexaTb notepm n NSMeEHEHUA
AAHHbBIX MPpY obmeHe

C No/ib30BaTeNIaAMM 6e3 PacKpbITUA
IT-apX1TEKTOpbI KOHbUAEHUMABbHBIX AaHHbIX

TekyLlasn 6asa Konwns 6a3bl JaHHbIX
JAHHbIX %

AyTcopc
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O6e3nmumBaHme AaHHbIX

B pexunme obesnnumBaHns UPDATE
co3zaeTcs Konusa NpoaykTuBHowm b/
CO BCEMW UCXOAHBIMUY AaHHbIMIN

i

-
— ;
—

MNpoayKTnBHaA Konusa 6a3bl 4aHHbIX MacknpoBaHHas

MHPOPMaLMS B KOMNY

6a3a
6a3bl AaHHbIX

INSERT

B pexxume INSERT obe3nmumBaeTca

|
L)

|
Lo

—
TOJIbKO YacTb b/Jl: B KOMWKX MONHOCTLHO
yAaNsaeTca ee CoAepXrmoe 1 rnocse
3arMoJIHAETCA MAaCKMPOBaHHbLIMM
3HaYeHUAMU
MNpoAyKTBHasA Konwusa YaaneHve nHbopmaumm MacknpoBaHHas
6a3a 6a3bl AaHHbIX 13 Konuun 6a3bl AaHHbIX NHPOpMaLMA B KONUN

6a3bl JaHHbIX
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[MprMepbl METOA40B MAaCKMPOBAHUA AAaHHbIX

MeToAbl MackMpoBaHUS

B npoayktuBHow 6ase

B MacknpoBaHHOM
Konuun 6a3bl

MackrpoBaHuMe ymncna 45.798.776 78.849.012
3ameHa Ha NULL AvpekTop No npoaaxam Null
3aMeHa Ha KOHCTaHTy [annHa CkpbITO

3aMmeHa N CUMBO/IOB Ha Apyrue CnyxebHble
CUMBOJIbI

1234 5678 9578 1122

1234 5678 9578 ****

MacknpoBaH1e BpeMeHU 1 AaTbl

12.03.2023 14:45:00

23.04.2022 21:55:01

3aMeHa Ha 3HayeHusa U3 CNPaBOYHKKA

r.MockBa, yn. lybpoBunHa

r.KazaHb, yn. 40 net nobesbl

3ameHa NHH, CHWJIC, Homepa kapTbl/cyeTa
C COXpPaHeHMeM KOHTPOJIbHOW CyMMbI

9687 4657 0845 3412

5674 6850 0044 5634
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ApPXUTEKTYpa peLueHUd
4 )

— IMIX Ul

— DATA
PROCESSOR

— MASKING

ANALYZER

APl GATEWAY

DISCOVERY + LOAD BALANCER

|
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OcobeHHOCTU pewleHUd Jay Data

" 3anyC|< HECKOJ/IbKNX OAHOBPEMEHHbBLIX NMapasiie/ibHbIX
npoueccoB MaCkKMpoBaHWA

= [IpoBoanTe NPOPUINPOBAHME N MACKMPOBAaHKEe Kak
onpeseneHHOro KoamyecTsa CTPOK, Tak 1 Bcel 6a3bl

. Co3,c|,aBa|‘/’|Te KOMMHo 6a3bl C 3dMaCKMpPOBaHHbIMN AdHHBIMIA
nytTemMm rmpMMeHeHnd CTaTn4eCkoro MaCkKmMpoBaHMA

=  KOHTpONMpynTe OTKIHOUEHME U BKIKOUEHWE CNYXKEOHbIX 06EeKTOB

= Mcnonb3yunTte ABa pexurma MackmpoBaHus (INSERT
n UPDATE) ans 6onee rmbkoro pewleHus 3agad KOMNaHum
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LLIAT 1 «<BbIBOP TUMNA BA3bl AAHHBIX»

JlnueH3na Ha oaHy Unun Bce nogaepxrBaemMsle Tunbl CYb/

JInueHsnpoBaHue

Oracle

« PostgreSQL
« Vertica

« Apache Hive

MySQL
MS SQL
ClickHouse

N Jpyrve

LLUAI 2 «<BbIBOP KOJIUYECTBA BA3 AAHHbIX»

JINueH3usa Ha onpeaeneHHOe KONMYeCcTBO cxem 6a3 JaHHbIX
(MCTOYHMK) C HEOTPAHWUYEHHbBIM KONNYECTBOM UTepaLni
MO MackMpPOBaHMIO

.[]
—
- ,/\ =
= 5 = =

*  BO3MOXHOCTb BbI6Opa OT 1 0 ® KONMYeCTBa
NCTOYHWKOB
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CueHapum No MackMpoBaHUO MHPopmMaunm B 6asax

Cntyaund

B KOMMaHWM CTOUT 3aa4a no
nepezgaye 6a3bl AaHHbIX B OTAEN
pa3paboTku AN Co34aHUSt HOBOTO
npunoxeHus. Mpu 3TOM CTPYKTypa
AAHHbIX O/I)KHA 6bITb COXPaHEHA
B HEU3MEHEHHOM BUje

NAHHbIX

PeweHne

JAY DATA

C uenbto NpegoTBpaLLeHUs
BO3MOXHOW yTeYKU KOHPUAEH-
LManbHbIX AaHHbIX ObI10 peLleHo
NpPMoOBPEeCTU N BHEeAPUTb CUCTEMY
MacKMpOBaHUSA NHPopMaLmn B
nepegaBaemMblx 6a3ax gaHHbIX

PesynbTtaTr

S

KomnaHus 3amackmpoBana 6asy
C COXpPaHeHVEeM KOHCUCTEHTHOCTH
[JAHHbIX 1 Nepejana ee B paboTy
oTAeny pas3paboTku, MUHUMU3N-
pOBaB TeM CaMbIM PUCKW MOTEpU
YYBCTBUTENbHbIX AAHHbIX

((((0
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CueHapum No MackMpoBaHUO MHPopmMaunm B 6asax

Cntyaund

0
PCI DSS = ]

BaHkam Heobxoanmo
COOTBETCTBOBAaTHL CTaHAapTam PCl
DSS ¢ uenbto BbIMOAHEHUSA Tpebo-
BaHWI NNaTeXHON crucTteMbl MUp v
coTpyAHu4yecTtBa ¢ Union Pay

NAHHbIX

PeweHne

JAY DATA

Q)
v

baHk BHeapwun pelwleHne Jay Data
ANg XpaHeHsa HoMmepos KapT PAN
(Primary Account Number) B 6a3ax
[lAaHHbIX B 3aMaCKMpPOBaHHOM BUje.
Tenepb TONLKO NepcoHan baHka npwu
613HEC-HEOOXOAMMOCT MOXKEeT
BUAETb BCe Nn/aTeXxHble AaHHble
K/INeHTOB

PesynbTtaTr
: JAY DATA
o e,
BANK — 5 |I=
= =
ngngs

BaHK ycneLwHo npotuen npouecc
cepTnPNKaLIMOHHOro ayanTa Ha
COOTBETCTBME TpeboBaHNAM
MeXyHapo4HOro ctaHzapTa
6e3onacHoCT AaHHbIX PCI DSS
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TectnpoBaHue Jay Data

"/ A

JInueH3na ¢ orpaHNYeHHbIM AdeMoHCTpauus
PYHKLVIOHANOM PyHKLMOHanNa

CpoK 1ncnonb3oBaHUA: 2 Heaenun
KonnuectBo 6a3 gaHHbIX - 1
Konnuecto Tabnuny, - 1
KonnyectBo cton6buos - 20

Bonee nogpobHy0 MHGOPMAaLMIO YTOUHSINTE Y BalLero MeHeaxepa
Crosstech Solutions Group vam no email: info@ct-sg.ru
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@ MockBa, JleHnHrpagckmim np.31A, ctp.1,bLL MoHapx

Q) +7(495)532 10 96

DA info@ct-sg.ru
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